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Ensuring the data integrity and Authentication in
MANET
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Abstract: Mobile Ad Hoc Networks is the most popular
networks widely used in various applications. It consists of
mobile nodes where each node communicates with each other.
The control of nodes is not administrated by any access point.
Due to this, the network is easily impersonated by several
attacks like active and passive attacks. These attacks degrade
the performance of networks i.e. means network connectivity,
network availability and communication coverage. To
withstand the wormhole attacks, we propose the mechanism
called Security based Wormhole detection scheme. This
scheme comprises of two phases. In first work, we deploy the
detection of wormhole attacks which makes the correct balance
between safe route and stability. In second work, the RSA
algorithm we used. This algorithm provides the integrity and
authenticity of packets while travelling from source to
destination nodes. By extensive simulation, the proposed
scheme achieves better throughput, packet delivery ratio, low
end to end delay and overhead than the existing schemes.

Keywords - MANET, throughput, delivery ratio, packet loss,
overall congestion standard, queue length, contention metric, flow
control and congestion control.

I. INTRODUCTION
A. Mobile Ad Hoc Networks (MANET)

MANET relies on the cooperation of all the participating
nodes. The more nodes cooperate to transfer traffic, the
more powerful a MANET becomes. But supporting a
MANET is a cost intensive activity for a mobile node.
Detecting routes and forwarding packets consumes network
bandwidth, local CPU time, memory and energy. Therefore
there is a strong motivation for a node to deny packet
forwarding to others, while at the same time using their
services to deliver own data.

MANET has various potential applications, which
are usually set up in situations of emergency for temporary
operations or simply if there are no resources to set up
elaborate networks. Some typical examples include
emergency search-rescue operations, meeting events,
conferences and battlefield communication between moving
vehicles and soldiers. With the abilities to meet the new
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demand of mobile computation, the MANET has a very
bright future.

B. Wormhole attacks in MANET

In this attack, an attacker receives packets at one
location in the network and tunnels packets to another
location in the network, where the packets are resent into the
network. This tunnel between two colluding attackers is
referred to as a wormhole. It could be established through a
single long-range wireless link or even through a wired link
between the two colluding attackers.
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Figure.1l. Wormhole Attack

Due to the broadcast nature of the radio channel,
the attacker can create a wormhole even for packets not
addressed to itself.

Example:

In figurel. P and Q are two malicious nodes that
encapsulate data packets and falsified the route lengths.
Suppose node S wishes to form a route to D and initiates
route discovery.

When P receives a Route Request from S, Q
encapsulates the Route Request and tunnels it to Q through
an existing data route, in this case {P -->P -->Q --> R -->
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Q}. When Q receives the encapsulated Route Request for D
then it will show that it had only traveled {S --> P --> Q -->
D}. Neither P nor Q update the packet header. After route
discovery, the destination finds two routes from S of
unequal length i.e. one is of 4 and another is of 3. If Q
tunnels the Route Reply back to P, S would falsely consider
the path to D via P is better than the path to D via R. Thus,
tunneling can prevent honest intermediate nodes from
correctly incrementing the metric used to measure path
lengths. Though no harm is done if the wormhole is used
properly for efficient relaying of packets, it puts the attacker
in a powerful position compared to other nodes in the
network, which the attacker could use in a manner that
could compromise the security of the network. The
wormhole attack is particularly dangerous against many ad
hoc network routing protocols in which the nodes that hear a
packet transmission directly from some node consider
themselves to be in range of that node. Performance of
wormhole attack can be shown in figure 2.In this attack, an
attacker receives packets at one point in the network,
“tunnels” them to another point in the network, and then
replays them into the network from that point.

Figure.2. A wormhole attack performed by colluding
malicious nodes a and B

Due to the nature of wireless transmission, the
attacker can create a wormhole even for packets not
addressed to it, since it can overhear them in wireless
transmission and tunnel them to the colluding attacker at the
opposite end of the wormhole. Two malicious nodes share a
private communication link between them.Worm hole can
eavesdrop the traffic, maliciously drop the packets, and
perform man-in- the-middle attacks against the network
protocols.

Il. RELATED WORK

T. Sakthivel and R. M. Chandrasekaran [1] proposed Path
Tracing (PT) algorithm for detection and prevention of
wormhole attack as an extension of DSR protocol. The PT
algorithm runs on each node in a path during the DSR route
discovery process. It calculates per hop distance based on
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the RTT wvalue and wormhole link using frequency
appearance count. Every node in a path has to compute per
hop distance of its neighbor with the previous per hop
distance to identify the wormhole attack. The corresponding
node detects the wormhole if per hop distance exceeds the
maximum threshold range. In the routing process, the
wormhole link participates in more number than the normal
link. This factor is used to detect the wormhole link using a
link frequent appearance count.

Shalini Jain and Dr.Satbir Jain [2] presented the novel trust-
based scheme for identifying and isolating nodes that create
a wormhole in the network without engaging any
cryptographic means. With the help of extensive
simulations, they demonstrate that their scheme functions
effectively in the presence of malicious colluding nodes and
does not impose any unnecessary conditions upon the
network establishment and operation phase. It is derived that
trust levels in neighbouring nodes based upon their sincerity
in execution of the routing protocol. This derived trust is
then used to influence the routing decisions, which in turn
guide a node to avoid communication through the
wormholes.

S. Madhavi and K. Duraiswamy [3] proposed a new
methodology to detect and prevent the wormhole attack
during the route discovery process. In a reactive routing
protocol, whenever the node initiates the communication
process, checks its routing table, if the entry is there for the
destination node, it sends the data packet otherwise it finds
the path through Route Request(RREQ) and Route Reply
(RREP) control packets. Source sends the selection packet
to the participants to inform valid path for this session. The
proposed work has been designed to use hello packets to the
calculate decision count at every intermediate node to
identify the malicious.

Revathi et.al [4] addressed few related works concerned
with wormhole attacks. A graph theoretic approach based on
adjacency matrix of a network is proposed which easily
detects the presence of wormholes in mobile ad hoc
network. This approach is advantageous since it does not
increase the computation complexity in a mobile node
which is resource constrained.

Xu Su and Rajendra V. Boppana [5] proposed NEighbor
Verification by Overhearing (NEVO), in which nodes
passively monitor (overhear) the forwarding of broadcast
type packets by their neighbors and use the send and
overhear times of transmissions of these packets, to mitigate
these wormhole attacks. NEVO does not require
synchronized clocks, special hardware support, or any
special capability. NEVO can detect almost all instances of
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wormbhole attacks and is virtually independent of the routing
protocol used. NEVO is simple to implement — requires
mostly network layer software changes, has low overhead,
and is very robust. NEVO is implemented in the Glomosim
simulator and its performance is evaluated.

Issa Khalil etal [6] proposed a protocol called
MOBIWORP for mitigating the wormhole attack in mobile
multihop ad hoc and sensor networks. It incorporates two
protocols SMP and CAP-CV for differing degrees of
functionality afforded to a mobile node. They also proposed
local and global isolation protocols that will neutralize the
capability of the malicious nodes from launching further
attacks after detection, whether at the current location or at a
new location. They demonstrated the effect of MOBIWORP
under different network conditions and mobility patterns
using simulations.

S.Sharmila and G.Umamaheswari [7] explored the
transmission time based scheme to detect the wormhole
attack using AODV routing protocol. The scheme calculates
the transmission time of the route request and reply between
every successive node in the routing path. The additional
control packet is transmitted between the suspected
wormbholes for further confirmation. The proposed work is
able to detect the both the hidden attack and exposed attack.

Pallavi Sharma et.al [8] presented a mechanism which is
helpful for detection and defend against wormhole attack in
ad hoc network is”multipath hop counting analysis” (MHA)
in which accepting all route request at destination node with
in a fixed time period called time to live (TTL) period and
then verification of digital signature of sending node by
receiving node because each legitimate node in the network
contains the digital signature of every other legitimate nodes
of same network. In proposed solution, if sender wants to
send the data to destination, firstly it creates a secure path
between sender and receiver with the help of multipath hop
count analysis with verification of digital signature. If there
is presence of any malicious node in between the path then
it is identified because malicious node does not have its own
legal digital signature.

Amol A. Bhosle et.al [10]presented a watchdog mechanism
and time of flight to detect and overcome black hole attack
and wormhole attack and improve the data security in
mobile ad-hoc network.This method first detects a black
hole attack in the network and then provide a new route to
this node. In this, the performance of original AODV and
modified AODV in the presence of multiple black hole
nodes is find out on the basis of throughput and packet
delivery ratio. In a wormhole attack, intruders tunnel the
data from one end of the network to the other, leading
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distant network nodes to trust they are neighbor’s and
making them communicate through the wormhole link.

The paper is organized as follows. The Section 1
describes with overview of MANETs and Wormhole
attacks. Section 2 deals with the Related Work. Section 3 is
devoted for the implementation of proposed algorithm.
Section 5 describes the performance analysis and the last
section concludes the work.

1. IMPLEMENTATION OF
PROPOSED ALGORITHM

Our proposed wormhole attack detection mechanism
involves two phases. In first phase, the worm hole attack is
detected and isolated using alternate path discovery. It is
based on mobility and the design is carried out in protocol
layers. In second work, the data integrity and authenticity
can be provided using RSA algorithm.

A. Reliable Routing Protocol for Defending Against
Wormhole Attacks

e Source node S sends a message to Destination node
D in order to create a shared secret session key for
the communication link using RSA algorithm.

o If Source node receives a reply message from
Destination node within the Network Cross Time
(NcT)- It is the maximum expected time in
milliseconds waiting for receiving of a Route
Reply (RREP) after sending of Route Request
(RREQ).
then

e Source and Destination node D implements the
Reverse Shamir Adleman (RSA) algorithm.

e S sends an encrypted with the secure session key
message SSK_ERP to the destination using the
Advance Encryption Standard (AES) and records
the current time terp.

o D decrypts the SSK_ERP and includes its
destination 1D number. It encrypts the SSK_ERP
using AES and send back to the Source node.

e If Source node S does not receive the SSK_ERP
within the Network Cross Time then

e S considers the route R is attacked by wormhole
attack.

o S deletes the route R from its routing table.

e Source node S informs the misbeh_ward with the
next hop node.

o Exit

o Else

e Stores the receiving time terp.
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o S determines the Original Traversal Time (Ov7). It
is the time from sending of RREQ until the
receiving of a RREP.

o |f the Oy is less than or equal to Original Threshold
Traversal Time (ToTT). Itis calculated as the
combination of Probability of misbehavior ratio
and Packet Loss Rate.

Packet Loss Ratio is defined as
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where K (t) is the arrival process for user packets. Here,
the denominator represents the number of user packets sent
in (t1, to] and the numerator represents the number of lost
user Packets.

Probability of Misbehavior ratio is given as
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Pgp = Probability of bad packet occurence.

PLack = Probability of acknowledgement packet lost due to
link failure.

PR = total number of packets received.

e The Route is considered as a Safe Route.

e Exit

o Else

e S considers the route R is attacked by wormhole
attack.

o S deletes the route R from its routing table.

e Source node S informs the misbeh_ward with the
next hop node.

e end if

B. RSA Algorithm

We use the RSA algorithm [16] for providing the
authenticity and integrity to the mobile nodes. RSA involves
a public key and a private key. The public key can be known
to everyone and is used for encrypting messages. Messages
encrypted with the public key can only be decrypted using
the private key. The keys for the RSA algorithm are
generated the following way:

Step 1. Select two distinct prime numbers x and y.
o For security purposes, the integers x and y
should be chosen at random, and should
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be of similar bit-length. Prime integers
can be efficiently found using a primality
test.

Step 2. Compute z = Xxy.

o zisused as the modulus for both the
public and private keys

Step 3. Compute o¢(z) = (x—1)(y—1), where ¢ is
Euler's totient function.

Step 4. Choose an integer m such that 1 < m < ¢(z) and
greatest common divisor of (m, ¢(z)) = 1; i.e., m
and ¢(z) are co-prime.

o misreleased as the public key exponent.

o m having a short bit-length and small
Hamming weight results in more efficient
encryption - most commonly 0x10001 =
65,537. However, small values of m have
been shown to be less secure in some
settings.

Step 5. Determine d as:

b=m*(mode(2))

i.e., b is the multiplicative inverse of m mod ¢(z).

o This is more clearly stated as solve for b
given (bm) mod ¢(z) = 1

e This is often computed using the extended
Euclidean algorithm.

e Z is kept as the private key exponent.

so, b*m= 1 mod ¢(z) The public key consists of the
modulus z and the public (or encryption) exponent m. The
private key consists of the modulus z and the private (or
decryption) exponent b which must be kept secret. (x, y, and
¢©(z) must also be kept secret because they can be used to
calculate b.)

V. PERFORMANCE ANALYSIS

Network Simulator tool is used to simulate our
proposed algorithm. The version used is 2.34. In this
simulation tool, the C++ language is back end language and
tool command language (tcl) is front end language. The
basic advantage of this tool is more updation compare to
Glomosim, JIST and Qualnet etc. In our simulation, 100
mobile nodes move in a 1000 meter x 1000 meter square
region for 100 seconds simulation time. All nodes have the
same transmission range of 200 meters. The simulated
traffic is Constant Bit Rate (CBR) and Poisson traffic. Our
simulation settings and parameters are summarized in table
1.

A. Performance Metrics

We evaluate mainly the performance according to the
following metrics.
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Packet Delivery Ratio: This factor indicates that ratio of
number of packets received to the number of packets sent.

Misbehavior Ratio: The number of routing control
packets are affected by the wormhole attacks.

End to end Delay: The delay in the packet from source
to destination during the transmission.

Overhead: It is the ratio of number of control packets
received to the total number of packets being sent.

Tablel. Simulation settings and parameters

No. of Nodes 200

Avrea Size 1200 X 1200

Mac 802.11

Radio Range 250m

Simulation Time 70 sec

Traffic Source CBR

Packet Size 512 bytes

Mobility Model Random Way Point

Protocol Dynamic Source
Routing

Pause time 5 msec

The simulation results are presented in the next part. We
compare our SWDS with the FTD [17] in presence of
congestion environment.

Figure 3 shows the results of packet delivery ratio for
varying the mobility from 10 to 100. From the results, we
can see that SWDS scheme has higher delivery ratio than
the FTD because of RSA secure scheme.
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Fig. 4, presents the comparison of overhead and
throughput. It is clearly shown that the overhead of SWDS
has low overhead than the FTP.
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Fig. 4. Throughput Vs Overhead

Figure 5 shows the results of time Vs End to end delay.
From the results, we can see that delay of SWDS is lower
than the FTD while varying the time from 10 to 100 ms.

Fig. 6, presents the comparison of detection efficiency while
varying the number of misbehaving nodes from 20 to 100. It
is clearly shown that the detection efficiency of SWDS has
relatively high than the FTD.
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VI. CONCLUSION

Due to the presence of attacks in MANET, the
nodes are easily impersonated by wormhole attacks. To
overcome the issue of wormhole attacks, we propose to
design the security enhanced wormhole detection scheme
for networks. We achieve the detection of wormhole
misbehavior using threshold value of network cross time. In
second phase, we have chosen the RSA algorithm to achieve
the data integrity. In future, we extend this work to energy
consumption model and authentication approach. The
Proposed work SWDS achieves the better misbehavior
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detection efficiency, packet delivery ratio, low delay and
overhead than the existing schemes while varying the
mobility, time, throughput speed and number of nodes.
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