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Abstract - Remote data integrity checking is significance in 

cloud storage.  Presently, the clients have to stock up their 

data on multi-cloud servers.  It makes the clients to verify 

whether their Stock up data is kept intact without 

downloading the entire data.  The current ID-DPDP 

protocol consists of four procedures and this paper 

includes one more procedure called Content Modification.  

The Proposed Shared Provable Data Control with 

Content Modification in Multi-Cloud Storage deals with 

modification of content in client’s files without 

downloading.  With this, data is kept private from Public 

auditors, who are able to verify the metadata of the 

corresponding file.  In addition to the structural 

advantage of eradication of certificate management, our 

Shared Provable Data Control with Content Modification 

in Multi-Cloud Storage with Content Modification 

procedure in existing ID-DPDPD protocol is flexible and 

Consistent.  Based on this Shared Provable Data Control 

with Content Modification in Multi-Cloud Storage, clients 

can able to save their communication cost without 

downloading the whole data. 

Index terms - Data integrity, Metadata, Public auditor, 

Protocol, Communication cost. 

 

I. INTRODUCTION 

Cloud computing is defined as a nature of 

computing that depends  on sharing computing resources 

rather than having limited servers or personal devices to 

handle applications.  By this cloud avoids investment 

expenditure on personnel maintenance, hardware, software, 

etc., Cloud storage service exposed that the client data can be 

stored anywhere in geographical location.  Therefore, the 

integrity of cloud data should be confirmed without any data 

use and without downloading the whole cloud.  Traditionally, 

the data integrity is verified by recovering the whole data 

from the cloud and then the exactness of PKG (Private Key 

Generator) is checked.  However, the efficiency of using this 

method on cloud data is in doubt.  Data sharing becomes a 

paradigm characteristic in most cloud storage offerings such 

as iCloud, Google Drive and DropBox. 

Most important reason is that the volume of the 

cloud is huge, downloading the whole data to client for 

content modification will charge or even waste client’s 

amounts of computation and communication resource.  In this 

mechanism PKG (Private key Generate) creates Private Key 

for the client. Client uploads a file to Combiner[1].  The 

combiner distributes the file by splitting into small blocks to 

cloud server.  The verifier requests for the challenges and the 

combiner responses to the challenges requested by the 

verifier.  Finally verifier validate whether the response is 

valid. 

In this paper, to improve ID-DPDP in multi-cloud 

storage in cloud, we proposed Content Modification 

procedure to the existing protocol procedures.  Achieving 

Content Modification ensures cost-wise profit and time 

consumption for the client without whole downloading the 

whole data for modification.  By using Content Modification 

Procedure clients can able to Add, Delete and Update the data 

by using PKG.  

The rest of the paper is disciplined as follows.  

Section II discussed the related work regarding Shared 

Provable Data Control with Content Modification in Multi-

Cloud Storage.  Section III describes our Shared Provable 

Data Control with Content Modification in Multi-Cloud 

Storage Protocol.  Section IV evaluates the result and 

discussion regarding Enhanced ID-DPDP and current ID-

DPDP protocol.  Section V concludes and suggests further 

enhancement about the paper. 

II. RELATED WORK 

In cloud computing, remote data integrity is an 

essential problem.  The client’s enormous data is exterior 

from his/her control.  The malicious cloud server may crook 

the client’s data in order to expand additional benefits.  

Numerous researchers proposed the equivalent system model.  

In 2007, provable data possession (PDP) concept was 

proposed by Ateniese et al., [2].  Which deals with the 

verifier can ensure remote data integrity with a high 

possibility.  Later, Ateniese et al., proposed dynamic PDP 

model and concrete scheme [3] even though it does not 

maintain insert operation.  In order to maintain the insert 

operation, in 2009, Erway et al., proposed a full-dynamic 

PDP scheme based on the legitimate flip table [4].  In 2010, 

M.Armbrust et al. proposed a view of cloud computing where 

they said user need not download the entire data to local 

server [5].  Based on this mechanism in 2014, Oruta was 

proposed by B.Wang et al. were they described about the 

shared data public auditing and modification of data in single 

cloud[6]. 

III. PROPOSED METHODOLOGY 

In this paper we are going to propose Content 

Modification procedure to achieve File’s Data modification 

in ID-DPDP in Multi-cloud storage.  It includes five 

procedures: Setup, Extract, TagGen, Content Modification 

and Proof.  In Setup procedure, PKG generates master secret 

key confidentially.  In Extract Procedure, PKG (Private Key 

http://www.webopedia.com/TERM/D/device.html
http://www.webopedia.com/TERM/A/application.html
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Generator) generates the Private Key for the client.  In 

TagGen, the client upload a file and combiner splits into 

block tags to cloud servers.  In Content Modification, each 

client can able to Add, Delete and Update content of the file.  

In Proof, verifier sends challenges to the combiner and the 

combiner responses to the requested challenges and generates 

proof of the shared data.  

Figure 1 explains about Shared Provable Data 

Control (SPDC) with Content Modification in Multi-Cloud 

Storage.  Once the File is verified by the verifier it can be 

viewed, modified and downloaded by the client.  This 

Content Modification includes Add/Insert a new block of 

data, Delete/Remove the content in the block and Update the 

content in the data.  The client can able to modify their data 

without downloading the whole data.  Four procedures are as 

same as [1].  After TagGen, Content Modification procedure 

is added in Current ID-DPDP protocol. 

A. Content Modification: 

The client in the group able to modifies particular 

block in shared data by the subsequent operations 

1. Insert: 

The client can able to insert data in this block. By 

computing Block Fi    SKid {vi,ri},where vi is virtual 

index and ,ri is real index. While client uploading (Fi,, SKid), 

there Combiner calculates Ti and store it in Tcl (local 

table)and the combiner add the record of Tcl to To(combiner 

table). The client outputs Ti and Stores the uploaded (Fi, Ti) 

in Cloud server CSli(Cloud server). 

2. Remove: 

The client can able to delete the particular block, by 

computing block Fi    (Fi,, SKid). Ti and Tcl of the data 

block can be deleted directly. The metadata of the file can 

be stored in To, this can also be removed from the combiner 

table. 

3. Update: 

The client can able to update data in particular Block 

Fi. Where the vi – virtual index of the block remains 

unchanged and the real index of the block is changed as Ri – 

H (Fi |Vi). Then the new private key {Fi,SKid} is generated 

to upload to the block. 

 

 
Figure 1. Architecture design of Shared Provable Data Control with Content Modification (SPDC) in Multi-Cloud Storage. 
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IV. RESULT AND DISCUSSION 

First, we analyze the performance of our Shared 

Provable Data Control with Content Modification in 

Multi-Cloud Storage protocol by means of communication 

transparency.  We evaluate our Shared Provable Data 

Control with Content Modification in Multi-Cloud 

Storage with other existing protocols.  Second, we present 

the prototypal execution of the proposed model. 

A. Communication: 

Communication overhead mainly comes from the 

challenges and response.  Once the block uploaded and for 

all the queries and responses may perform periodically.  

Suppose n blocks are stored in the cloud server CS, G1 

and G2 have the same order q.  The verifier sends 

challenge to the combiner there the communication cost is 

log2n + 2log2q. 

 
Table 1.1: Comparison of Communication Cost (Bits) 

Protocol

s 
Challenge Response 

Supports 

ID 

Content 

Modifica

tion 
     

Zhu[7] c(log2n + log2q) 1G1+1G2+slog2q No No 

Zhu[8] c(log2n + log2q) 1G1++slog2q No No 

Barsoum 

[9] log2n + 2log2q 1G1+nlog2q No No 

ID-

DPDP[1] log2n + 2log2q 1G1+slog2q Yes No 

SPDC  log2n + 2log2q 1G1+slog2q Yes Yes  
 

In the response, the combiner responds 1 element 

in G1 and s elements in Z*q to the verifier.  On the other 

hand, Zhu et al., [7], Zhu et al. [8], Barsoum et al., [9] and 

H.Wang [1] projected four different provable data 

possession scheme.  Compared with these four schemes, 

our Shared Provable Data Control with Content 

Modification in Multi-Cloud Storage (SPDC) scheme is 

more resourceful in the communication cost.  The 

communication comparison can be summarized in 

Table1.1. In Table1.1, 1G1 denotes one element of G1 and 

1G2 denotes one element of G2. (Multiplicative groups). 

B. Simulation: 

In order to study Shared Provable Data Control 

with Content Modification in Multi-Cloud Storage protocol 

prototypical implementation, we have simulated this 

protocol by using CloudSim with CloudAnalyst.  In the 

simulation we configure the number of data centres and 

users in a group through this the minimum and maximum 

data transfer rate and response time can be calculated and 

we compute the cost of virtual machine for which our data 

is stored and total cost of the process may easily be 

identified.  In CloudAnalyst, we need the user service 

response time.  Suppose for example number of users in a 

group is 10 minimum request per hour is100 data centres in 

which our data are stored is 7 in the universe.  Figure 2, 

represents the overall response time by the combiner and 

processing time of the particular block in cloud server CS.  

Where the minimum, maximum and average time for 

request and response is calculated by using millisecond 

(ms). 

 
Figure 2. Overall Response time 

 
Figure 3, depict the cost of data storage, 

processing i.e., modification of data and the gain total 

amount that the clients need to pay to combiner. 

 
Figure 3. Total cost to store data in multi-cloud including request and 

response challenges. 

 
If the clients want to download the entire data they 

need to pay $1.64 every time while downloading.  To avoid 

this, the client modify their data by using protocol 

procedure modify which cost $0.88 for VM. 

 

V. CONCLUSION AND FUTURE ENHANCEMENT 

In this paper, we proposed, Shared Provable Data 

Control with Content Modification in Multi-Cloud Storage 

with another procedure as Content Modification for shared 

data in multi-cloud storage in the cloud.  Through this, 

Content Modification procedure in Current ID-DPDP 

protocol client can attain extreme efficient in storage and 

they can able to minimize their computation cost.  Without 

download the whole data client can able to modify their 

data in the block by using their PKG’s Private Key.  This 

Shared Provable Data Control with Content Modification in 

Multi-Cloud Storage is high efficient and flexible. 

The most interest problem that we ensure to 

continue regarding this paper is about traceability.  

Tracking the user activate and to prevent the data 

corruption from fake user.  Since the current Shared 

Provable Data Control (SPDC) with Content Modification 

in Multi-Cloud Storage protocol is lack in traceability.  

VI. REFERENCE 



International Journal of Advanced Information Science and Technology (IJAIST)           ISSN: 2319:2682 
Vol.4, No.11, November 2015                                                                  DOI:10.15693/ijaist/2015.v4i11.1-4          
 
 

4 

 

[1]. Huaqun Wang, “Identity-Based Distributed Provable 
Data Possession in Multi-Cloud Storage,” IEEE 
Transaction on services computing, 1939-1374 (c), 
2013. 

[2]. G. Ateniese, R. Burns, R. Curtmola, J. Herring, L. 
Kissner, Z. Peterson, D. Song, “Provable Data 
Possession at Untrusted Stores”, CCS’07, pp. 598-609, 
2007. 

[3]. G. Ateniese, R. DiPietro, L. V. Mancini, G. Tsudik, 
“Scalable and Efficient Provable Data Possession”, 
SecureComm 2008, 2008. 

[4]. C. C. Erway, A. Kupcu, C. Papamanthou, R. Tamassia, 
“Dynamic Provable Data Possession”, CCS’09, pp. 213-
222, 2009.  

[5]. M. Armbrust, A. Fox, R. Griffith, A.D. Joseph, R.H. Katz, 
A. Konwinski, G. Lee, D.A. Patterson, A. Rabkin, I. 
Stoica, and M. Zaharia, “A View of Cloud Computing,” 
Comm. ACM, vol. 53, no. 4, pp. 50-58, Apr. 2010. 

[6]. Wang et al, “Oruta: Privacy-Preserving Public Auditing 
for Shared Data in Cloud,” IEEE Transactions on Cloud 
Computing, Vol 2, no 1, Jan-Mar 2014. 

[7]. Y. Zhu, H. Hu, G.J. Ahn, M. Yu, “Cooperative Provable 
Data Possession for Integrity Verification in Multicloud 
Storage”, IEEE Transactions on Parallel and Distributed 
Systems, 23(12), pp. 2231-2244, 2012. 

[8]. Y. Zhu, G.J. Ahn, H. Hu, S.S. Yau, H.G. An, S. Chen, 
“Dynamic Audit Services for Outsourced Storages in 
Clouds,” IEEE Transactions on Services Computing, 
2011. 
http://doi.ieeecomputersociety.org/10.1109/TSC.2011.5
1. 

[9]. A. F. Barsoum, M. A. Hasan, “Integrity Verification of 
Multiple Data Copies over Untrusted Cloud Servers,” 
12th IEEE/ACM International Symposium on Cluster, 
Cloud and Grid Computing (ccgrid 2012), pp. 829-834, 
2012 

 
 
 
 
 

Authors Profile 

S.Shaajitha Banu received the B.Sc., 

degree in Information Technology from 

Nadar Saraswathi College of Arts and 

Science, Theni, Mother Teresa Womens 

University, Kodaikanal, India, in 2011 

with University First Rank certification. 

In 2012, she received the B.Ed., degree from Tamilnadu 

Teachers Education University, Tamilnadu, India.  In 2014, 

she received the M.Sc., degree in Computer Science from 

PSG College of Arts and Science, Coimbatore, India, with 

First Rank certification. She is now doing M.Phil., degree 

in Computer Science at Jamal Mohamed College, Trichy-

20, India. Her research interest includes Cloud Computing 

and Distributed Storage. 

 

Dr.K.Gokulraj received the Ph.D., 

degree in Computer Science from 

Bharathidasan University, 

Tiruchirappalli, India in 2013. He is 

now an Assistant Professor in the 

department of Computer Science at 

Thiru. Vi. Ka. Govt. Arts College, Tiruvarur, Tamilnadu, 

India. His research interest includes Microprocessors, 

Computer Networks, Network Security and Software 

Engineering. 

 

 

 

 

 

 

 

http://ieeexplore.ieee.org/xpl/abstractAuthors.jsp?arnumber=6762896
http://doi.ieeecomputersociety.org/10.1109/TSC.2011.51
http://doi.ieeecomputersociety.org/10.1109/TSC.2011.51

