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Abstract—in this paper, a robust watermarking scheme using 

discrete wavelet transform (DWT) and singular value 

decomposition (SVD) is proposed. The levels of decomposition, 

the band in which SVD is performed and the color component 

used to embed the watermark, are all studied. From the analysis, 

the value of alpha is chosen as 0.443 for the proposed algorithm. 

Also, the effect of attacks on the robustness of the algorithm used 

is analyzed. Some of the attacks used are compression, resizing, 

cropping, histogram equalization, rotation, low pass filtering, 

high pass filtering, median filtering  and various noise attacks 

such as Gaussian noise, salt and pepper noise and Poisson noise. 

The parameters used for the study are peak signal-to-noise ratio 

(PSNR) and correlation. 

Keywords—2-level DWT, SVD in HH band, PSNR, Correlation, 

Robustness to attacks. 

I.  INTRODUCTION  

Currently, the primary concern in the cyberspace society is 
copyright protection, authentication of ownership of digital 
content and illegal copying. Digital watermarking served as the 
solution to the above problems and thus has drawn the interests 
of many research works. Watermarking can be done either in 
the spatial domain [1], [2] or in the frequency domains [3], [4]. 
The simplest watermarking in spatial domain is done by 
inserting the watermark image pixels in the least significant 
bits (LSB) of the host image. However, watermarking in spatial 
domain is not robust to most of common image processing 
attacks. Thus, watermarking in the frequency domain is 
preferred. 

The classification of attacks in watermarking are: removal 
attack, geometric attack, cryptographic attack and protocol 
attack [5], [6]. Removal attack aims at complete removal of 
watermark data without breaking the security of the 
watermarking algorithm. Geometric attack is different in the 

sense that it intends to distort the watermark detector 
synchronization with the embedding information. 
Cryptographic attacks try to break the security of the 
watermarking sc 

 

hemes and thereby find a way to procedurally remove the 
embedded watermark or to embed misleading watermarks. 
Brute-force search method is one type of cryptographic attack 
that extensively attempts to identify the used watermark 
algorithm by using a large number of known possible 
measures.Protocol attack is a really different one that targets 
the actual concept of watermarking as a solution to copyright 
protection. For example, an attack that tries to attack the 
credibility of a watermark in claiming ownership. 

In this paper, we suggest a watermarking algorithm that 
uses n-level discrete wavelet transform followed by performing 
SVD on the HH band. Although it is suggested that 
watermarking should be done to the blue component of the 
image in the papers [7], [8], in the proposed scheme the 
watermark is embedded in the green component of the RGB 
host image as it produces better PSNR values. Also, we do not 
use Fourier transform for watermarking, as the loss of time 
information in a signal by the transformation will lead to 
difficulty in processing [9]. 

The rest of the paper is organized as follows. Discrete 
wavelet transform is explained in section 2. Singular value 
decomposition is discussed in section 3. The proposed 
architecture for watermarking is presented in section 4. 
Experimental results are analyzed in section 5. Concluding 
remarks are given in section 6. 

II. DISCRETE WAVELET TRANSFORM 

The discrete wavelet transform is computed separately for 
different segments of the time-domain signal at different 
frequencies. Multi-resolution analysis analyses the signal at 
different frequencies giving different resolutions. The multi-
resolution successive approximation not only enhances the 
resolution of an image, but also enhances the resolution of 
watermark simultaneously. This is an advantage of the discrete 
wavelet transform. By using high energy watermarks in regions 
where the human visual system is known to be less sensitive, 
the robustness of the watermark to various attacks increases.  

The discrete wavelet transform converts an input series X0, 
X1, . . . Xm, into one high-pass wavelet coefficient series and 
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one low-pass wavelet coefficient series (of length n/2 each) 
given by:  

 
 

 

 

wheresm (Z) and tm (Z) are called wavelet filters, K is the 
length of the filter, and i=0, ..., [n/2]-1. In practice, such 
transformation will be applied recursively on the low-pass 
series until the desired number of iterations is reached.  

When one-level 2-dimensional DWT is applied to an 
image, four transform coefficient sets are created. The four sets 
are LL, LH, HL and HH, where the first letter corresponds to 
applying either a low pass or highpass frequency operation to 
the rows andthe second letter refers to the filter applied to the 
columns.The DWT decomposition of an image is shown in the 
following figure. 

 

 

Figure 1. DWT Decomposition of an image 

That is, DWT divides the original image into an 
approximate image (LL) and three detail images LH, HL and 
HH. The approximate image holds most of the image data, 
while others contain details such as the edge and textures. The 
re-construction of the image is achieved by the inverse discrete 
wavelet transform (IDWT). Image watermarking algorithms 
using DWT [10], [11] are available in the literature. 

In this paper, we decompose the image up to two levels 
using DWT. The reason for the same is explained under the 
section of simulation results. 

III. SINGULAR VALUE DECOMPOSITION 

Let A be a general real (complex) matrix of order MxN. 
The singular value decomposition (SVD) of A is the 
factorization, 

 

 

       
       (3) 

 

 

where U and V are orthogonal(unitary) and 
S=diagonal(𝜆1, 𝜆2, . . . 𝜆𝑟), where 𝜆𝑖, 𝐼 = 1: 𝑟 are the singular 
values of matrix A with r=min(m,n) and satisfying 

   𝜆1 ≥ 𝜆2 ≥ 𝜆3 ≥ ⋯ ≥ 𝜆𝑟                                            (4) 

The first r columns of V are the right singular vectors and 
the first r columns of U are the left singular vectors of A. 

To calculate the SVD of A we need to compute the Eigen 
values and Eigen vectors of AA

T
 or A

T
A. The eigenvectors of 

AA
T
 from the columns of U, while the Eigen vectors of A

T
A 

from the columns of V. The singular values in S are the square 
roots of the Eigenvalues of AA

T
 or A

T
A. Each singular value 

specifies the luminance of the image layer while the 
corresponding pair of singular value specifies the geometry of 
the image layer. Another important feature of SVD is the 
invariance of singular values to common image processing 
operations and geometric transforms like rotation, translation 
and scaling. Due to this property, SVD has been used and also 
combined with other techniques for developing watermarking 
algorithms particularly resistant to geometric attacks. 

IV. PROPOSED ARCHITECTURE 

In this paper, we propose a watermarking algorithm that 
uses 2-level DWT decomposition and SVD for embedding an 
imperceptible watermark. Let F be the host image of size MxN 
and W is the watermark of size mxn. Block diagram of the 
proposed scheme is shown in figure 2. 

 

 

 

 

 

 

 

 

 

 

Figure 2. Proposed System Architecture 

A. Watermark Embedding AlgorithmWatermark is 

embedded as follows:  

1. Separate the R, G and B components and perform 
1-level DWT on the green plane of the host 
image.  

2. Perform the second level of decomposition on the 
LL band of the first DWT decomposed image of 
both host and watermark images. 

3. Perform SVD on the HH1 band of the resultant 
images of both the host and watermark images to 
obtain U, S and V matrices 

𝐼 = 𝑈𝑖 ∗ 𝑆𝑖 ∗ 𝑉𝑖′                                5  

4. Embed the watermark into the host image by 
modifying the singular values of the host image 

𝑆𝑤𝑚𝑖 = 𝑆ℎ +  𝑆𝑤 ∗ 𝛼                  (6) 

5. The value of the scaling factor is chosen as 0.443 
after a series of simulation results. Similarly, the 
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level of decomposition chosen, performing SVD 
on the HH1 band are all justified with 
experimental results in the next section of the 
paper. 

6. Now, perform the inverse of SVD to obtain the 
modified band HH2. 

𝐻𝐻2 = 𝑈ℎ ∗ 𝑆𝑤𝑚𝑖 ∗ 𝑉ℎ′              (7) 

7. Perform inverse DWT on LL1; LH1; HL1; HH2 
sub-bands to obtain modified LL1’ band. 

8. Perform inverse DWT on LL1’; LH; HL; HH 
sub-bands to obtain the watermarked green plane 
image (G’). 

9. Concatenate the R, G’ and B planes to obtain the 
watermarked RGB image. 

B. Watermark Extraction Algorithm 

Watermark extraction process is the exact inverse of the 
embedding process. 

1. Separate the R, G and B components and perform 

1-level DWT on the green plane of the 

watermarked image. 

2. Perform second level of decomposition on the LL 

band of the first DWT decomposed image. 

3. Perform SVD on the HH1 band of the resultant 

image to obtain U, S and V matrices. 

𝐼𝑤 = 𝑈𝑤 ∗ 𝑆𝑤 ∗ 𝑉𝑤′                     8  

4. Obtain the singular value matrix of the watermark 

by the equation below. 

𝑆𝑒𝑤𝑚 = ((𝑆𝑤 − 𝑆ℎ)/∝)                     (9) 

5. Using Sewm, perform the inverse of SVD to 

obtain the hh1’ band corresponding to the 

watermark. 

ℎℎ2 = 𝑈ℎℎ ∗ 𝑆𝑒𝑤𝑚 ∗ 𝑉ℎℎ′         (10) 

6. Perform inverse DWT on ll1; lh1; hl1; hh2 sub-

bands to obtain the ll1’ band of extracted 

watermark. 

7. Perform inverse DWT on ll1’; lh; hl; hh sub-

bands to obtain the extracted watermark image. 

V. EXPERIMENTAL RESULTS 

A. Experimental Setup 

Matlab platform is used for the implementation and study 
of the proposed watermarking scheme. The Peppers image in 
Matlab of size 384*512 is used as the RGB cover image.  A 
grayscale ISRO logo of size 500*500 is used as the watermark. 
After the embedding of the watermark, the watermarked image 
is tested various types of attacks to assess the performance of 
the proposed watermarking scheme. The cover image and the 
watermark are shown in figure 3. The visual quality of the 

watermarked image Ĝ in comparison with the original image 
G, is measured using PSNR (peak signal-to-noise ratio). PSNR 
is defined as: 

𝑃𝑆𝑁𝑅 = 20 𝑙𝑜𝑔10  
255

 𝑀𝑆𝐸
       𝑑𝐵                             11  

where MSE is the mean squared error between the original 
image G and the watermarked image Ĝ, 

given by 

𝑀𝑆𝐸 =  
1

𝑀𝑁
    𝐺 𝑖, 𝑗 − Ĝ i, j  

2
 12 

𝑁−1

𝑗=0

𝑀−1

𝑖=0

 

 

 

 

 

 

 

 

 

 

 

 

 
  (a)        (b)  

Figure 3. (a) CoverImage (b) Watermark Used 

Watermarked Peppers image has a PSNR value of 52.0458 and 
a correlation of 0.9998. If we observe the watermarked and 
original cover image, we cannot find any perceptual 
degradation. For watermark embedding, 2-level DWT 
decomposition is performed and the HH band is used to 
perform SVD. This is justified by the data in tables 1 and 2 
respectively. Table 1 consists of PSNR values for various 
levels of decomposition performed on the grayscale cover 
image. Figure 5 represents the data in graphical format. Table 2 
consists of PSNR values for various chosen bands for 
performing SVD. In both the tables, the PSNR values of 
extracted watermark after JPEG compression is also given to 
get an idea of robustness to a very common attack which may 
even be an unintentional one. 

TABLE I. CHOOSING THE LEVEL OF DECOMPOSITION 

 

 

 

Figure 4. Simulation results for choosing the level of decomposition 
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TABLE II. CHOOSING THE BAND FOR APPLYING SVD 

Bands PSNR-Watermarked 

image 

PSNR- Extracted Watermark 

after JPEG compression 

LL 12.3768 12.3464 

LH 42.4209 38.4433 

HL 43.2847 38.3391 

HH 52.0458 42.2387 

 

 

 

 

 

 

 

Figure 5. Simulation results for choosing the band for applying SVD 

A scaling factor of 0.443 is used and Haar wavelet is used for 
performing the DWT operation on the images. Similarly, the 
reason for choosing the green component of color image for 
watermarking is justified in table 3. Watermarking in green 
component produces a better PSNR value and is more robust to 
JPEG compression compared to watermarking in red and blue 
components. 

 

TABLE III. CHOOSING THE GREEN COMPONENT FOR 
WATERMARKING 

Levels PSNR-Watermarked 

image 

PSNR- Extracted 

Watermark after JPEG 

compression 

Level I 44.0227 31.4917 

Level II 44.0589 32.0931 

Level III 44.1151 32.2509 

 

 

 

 

 

 

 

 

Figure 6. Simulation results for choosing the green component for 
watermarking 

 Similarly, in figure 7, the reason for choosing the S matrix, 
that is, the singular values for watermarking is shown. 

 

 

 

 

 

 

 

 

 

Figure 7. Simulation results for choosing the singular matrix from SVD 

B. Results 

The watermark is extracted from a watermarked image 
affected by various common attacks such as compression, 
resizing, cropping, histogram equalization, rotation, low pass 
filtering, high pass filtering, median filtering and various noise 
attacks such as Gaussian noise, salt and pepper noise and 
Poisson noise. The algorithm is tested for JPEG compression 
attack as the format is used very commonly to store the images 
itself. We obtain the watermark with a PSNR of 42.2387 and 
correlation 0.9990 after JPEG. The algorithm is also tested for 
geometric attacks. In figure 8, after resizing the watermarked 
image to 250*250 from 384*512, we still get a watermark with 
a PSNR of 36.1931 and correlation 0.9960. In figure 9, a 
rotation attack for an angle of 30 degrees is applied and a 
watermark of 38.5874 PSNR and correlation 0.9977 is 
obtained. In figure 10, we get watermark with 34.6665 PSNR 
and correlation 0.9950 after cropping 50% of the watermarked 
image. In figure 11, histogram equalization attack is performed 
and watermark is still extracted with a PSNR of 41.0737 and 
correlation 0.9987. Our algorithm is also checked for its 
robustness to noise attacks.  The algorithm is robust to 
Gaussian, salt and pepper noise and Poisson attacks as shown 
in figure 12, 14 and 15 respectively. The PSNR values of the 
extracted watermarks are 34.8721, 42.2387 and 29.6940 
respectively. The correlations of the extracted watermarks are 
0.9947, 0.9990 and 0.9831 respectively. The most common 
manipulation in digital image is filtering. Low, high and 
median filtering attacks are implemented on the watermarked 
image. Yet, the watermark is extracted with PSNR values of 
35.3629, 31.1959 and 37.8531 respectively. The correlation 
values are 0.9952, 0.9876 and 0.9973 respectively.  It is shown 
in figure 16, 17 and 13 respectively. The above readings are 
tabulated in table 4, to provide better representation. 

TABLE IV. ROBUSTNESS OF THE ALGORITHM TO VARIOUS 
ATTACKS 

 

 

 

 

 
 

Levels PSNR-

Watermarked 

image 

PSNR- Extracted Watermark 

after JPEG compression 

R 70.9945 29.5423 

G 70.9945 31.5329 

B 70.9945 30.7754 
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Figure 8. Resizing attack 

 

 

 

 

 
Figure 9 Rotation attack of 30 degrees 

 

 

 

 

 

 

Figure 10. Attack by cropping of 50% 

 

 

 

 

 

 
Figure 11. Histogram Equalization attack 

 

 

 

 

 

 
Figure 12. Gaussian Noise attack 

 

 

 

 

 

 

 

Figure 13. Median Filter attack 

 

 

 
 

Figure 14. Salt & Pepper Noise attack 

 

 

 

 

 

 

 

 

 

Fig. 15: Poisson Noise attack 

 

 

 

 

 

 

 

 
Figure 16. Low Pass Filter attack 

 

 

 

 

 

 
Figure 17. High Pass Filter attack 

Attack 
PSNR of 

Watermark 

Correlation of Extracted 

Watermark to the 

Embedded Watermark 

 

JPEG 

Compression 

42.2387 0.9990 

 

Resizing 
36.1931 0.9960 

 

Rotation of 

30
o
 

38.5874 
0.9977 

 

 

Cropping of 

50% 

34.6665 0.9950 

 

Histogram 

Equalization 

41.0737 0.9987 

 

Gaussian 

Noise 

34.8721 0.9947 

Salt & 

Pepper 

Noise 

29.6940 0.9831 

Poisson 

Noise 
42.2387 0.9990 

Median 

Filtering 
37.8531 0.9973 

Low pass 

filtering 
35.3629 0.9952 

High pass 

filtering 
31.1959 0.9876 
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VI. CONCLUSION 

A non-blind robust watermarking algorithm is proposed which 

is robust to various image processing attacks .The Indian 

Space Research Organization (ISRO) logo is used rather than 

noise type Gaussian sequences. The algorithm successfully 

extracts a visible watermark with good PSNR and correlation 

values after a variety of attacks. It is important to note that the 

watermark is removed only when the image quality is 

degraded to a great extent. That is, quality of extracted 

watermark is directly proportional to the image quality. Also, 

some of the planned future upgrades include either encryption 

of the image or implementation of neural networks to improve 

the robustness of the proposed algorithm. 
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