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Abstract — The concept of proxy multi-signature scheme is 

first introduced by Yi et al. in 2000. In a proxy multi-signature 

scheme a proxy signer can generate a proxy signature on behalf of 

two or more original signers. In this paper Elliptic Curve 

Cryptography is used to implement proxy multi-signature scheme. 

Hence it provides a secure signature scheme. Today, Elliptic curve 

cryptosystems are offering new opportunities for public-key 

cryptography. In the industry and the academic community, 

Elliptic Curve Cryptography (ECC) has gained increasing 

acceptance and has been the subject of several standards.  This 

interest is mainly due to the high level of security with relatively 

small keys provided by ECC. In elliptic curve cryptographic 

schemes the fundamental operation is the multiplication of an 

elliptic curve point by an integer. Compared to traditional 

cryptosystems like RSA, Elliptic curve cryptography offers 

equivalent security with smaller key sizes. Elliptic curve 

cryptography can be used for encryption-decryption process as 

well as for signature verification process. Also, through 

cryptanalysis, it is proved that this scheme is secure. This shows 

that the attacker must overcome the complexity raised by the 

ECDLP, which makes it computationally infeasible for the 

attacker to derive the private key from a public key to forge the 

signature. 

 
Index Terms — Elliptic curve Cryptosystem, Discrete logarithm, 

Proxy signature, Integer factorization, cryptanalysis 

I. INTRODUCTION 

   The concept of proxy multi-signature scheme was first 

introduced by Yi et al. in 2000. Before proxy multi-signature 

scheme, proxy signature scheme was introduced. Suppose, in 

an organization, a manager needs to go on a business trip. The 

manager has to find a proxy person to deal with the work at the 

office. The manager can delegate the signing capability to a 

designated proxy signer so that the designated proxy signer can 

generate a signature on behalf of the manager. Common digital 

signature schemes [1, 2, 3, 4, 5 ] are not applicable in the 

above general situation. In order to overcome this situation, the 

proxy function has been added to the digital signature schemes. 

This new type of digital signature is called the proxy signature. 

Presently, there have been quite a number of proxy signature 

schemes [6, 7, 8, 9, 10, 11, 12] proposed. 

   However, in such schemes an original signer can 

delegate only one proxy signer to sign messages on his behalf. 

This is first introduced by Mambo et al. [13] in 1996. In such a 

scheme a proxy signature is created on behalf of only one 

original signer and these schemes are referred to as proxy 

mono-signature schemes. Then, another new type of proxy 

signature scheme is presented and is called proxy multi-

signature scheme in which a proxy signer can generate a proxy 

signature on behalf of two or more original signers. The proxy 

multi-signature scheme is first presented by Yi [14].Yi 

successfully applied the schemes of Mambo et al. [13] and Kim 

et al. [15].  

   H. M. Sun [22] proposed another scheme to resolve 

problems related to defective security in the Yi’s scheme. 

However both these schemes involve a significant number of 

exponential operations to verify the proxy signature. Thus, a 

new proxy multi-signature scheme is proposed which includes 

elliptic curve multiplicative operations and is more efficient. In 

this new proxy multi-signature scheme, the computation 

complicacy of the signature algorithm and the verification 

algorithm is independent of the number of signers. In this 

paper, it shows that the proxy multi-signature scheme based on 

elliptic curve is more efficient and through cryptanalysis, it can 

be proved that the scheme is more secure because of the 

difficulty raised by the elliptic curve discrete logarithm 

problem. 

   In 2000 Yi [14] proposed a proxy-unprotected scheme 

and Sun [22] proposed a proxy-protected scheme. In a proxy-

unprotected proxy multi-signature scheme, each of the original 

signers can forge the signature of the proxy signer. But a 

proxy-protected proxy multi-signature scheme ensures that the 

one including the original signers can forge the proxy 

signature. 

    The proxy multi-signature scheme presented here is 

based on elliptic curve cryptography, thus provides a secure 

signature scheme. By verifying public-key, this scheme can 

resist the forgery attack and the signing sequence of the 

proposed sequential scheme is fixed and cannot be changed 

freely by the signers. With the security analysis, it is shown as 

a secure signature scheme. 

     Proxy multi-signature scheme plays an important role 

in the following scenario: Suppose a company releases a 

document that may involve the financial department, 

engineering department, and program office, etc. The 

document must be signed jointly by these entities, or signed by 

a proxy signer who is trusted by all of these entities. One 

solution to this case is to use a proxy multi-signature scheme. 

   The proxy signature schemes based on exponential 

operations have the following drawbacks: (i) the size of a 
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proxy signature is proportional to the number of the original 

signers, (ii) it is necessary for the original signers to transmit 

certificates for their public key to verifiers for ensuring the 

authenticity of their public keys, (iii) extra computational 

efforts are needed for validating these certificates. The proxy 

multi-signature scheme based on elliptic curve eliminates the 

above drawbacks. 

II. ELLIPTIC CURVE CRYPTOSYSTEM   

   ECC is a kind of public key cryptosystem like RSA. 

But it differs from RSA in its quicker evolving capacity and by 

providing attractive and alternative way to researchers of 

cryptographic algorithm. Elliptic curve public key 

cryptosystems (ECPKCS) were proposed by Victor Miller [16] 

and Neil Koblitz [17] in 1985. The way that the Elliptic curve 

operations are defined is what gives ECC its higher security at 

smaller sizes [18]. 

   In this paper ECC is used for generating and verifying 

signatures. As a result the Elliptic Curve Digital Signature 

Algorithm (ECDSA) will be used. First an elliptic curve E is 

defined over GF (p) or GF (2k) with large group of order n and 

a point P of large order is selected and made public to all users. 

Then, the key generation primitive is used by each party to 

generate the individual public and private key pairs. For each 

transaction the signature and verification primitives are used. 

   The security of Elliptic Curve Cryptography is based 

on the difficulty of elliptic curve discrete logarithm problem 

(ECDLP). Compared with the traditional cryptosystems, such 

as RSA [19] and ElGamal [1], ECC offers a better performance 

because it can achieve the same security with the smaller key 

size. For example, the security of ECC with the 160-bit key 

size is the same with that of RSA with 1024-bit key size. Thus, 

many applications are proposed based upon ECC in the 

modern cryptography. In electronic commerce, ECC digital 

signature scheme is also a popular topic for cryptography 

researchers. 

   In the recent years, the algorithms of integer 

factorization problem (IFP) and the discrete logarithm problem 

(DLP) are broadly accepted. The instance for the former is 

RSA [19] and that for the latter is DSA [20]. However, the 

required time complexities of the IFP and DLP algorithms are 

all too large because the algorithms involve exponential 

operations. Compared with the time complexity of modular 

multiplicative operations in the algorithms of elliptic curve 

discrete logarithm problem, the IFP and DLP obviously 

exhaust the performance within higher cost. The aim of ECC is 

to develop a highly secure and efficient cryptosystem. 

III. THE ELLIPTIC CURVE PROXY MULTI-    SIGNATURE SCHEME 

   In the elliptic curve proxy multi-signature scheme, all 

original signers select the common elliptic curve domain 

parameters, as follows: 

1. A finite field Fq: Here, the size of the finite field is q 

commonly represented as a prime or a power of 2. When q is a 

prime in the finite field Fq , it is notated as Fp . When q is a 

power of 2 in the finite field Fq , it is notated as F2c because 

each element of the field F2c is a c-bit binary string. The finite 

field Fp is a set formed from integers {0, 1, 2, …, p–1}, so that 

the arithmetic in this finite field will not occurs round off error. 

As for the arithmetic in the infinite field F2c, it is more 

complex but very useful, its calculation ability in addition to 

not occurring round off error is very efficient when it is 

executed on hardware.  

2. Two parameters a,b € Fq to define the elliptic curve E 

over Fq, where 4a
3
 + 27 b

2
 ≠ 0.  For example, an elliptic curve 

equation y
2
 = x

3
 + ax + b is established if and only if q is a 

prime and larger than 3. 

3. A finite point B = (xB, yB) whose order is a large prime in 

Fq, where B is a point in E ( Fq ) and B ≠ O because O denotes 

an infinity point. 

4. Order of point B, notated as t. 

   Next, declare (q, a, b, B, t) publicly so that a verifier 

can refer these parameters to verify. 

 

   All the above system parameters are used in this 

scheme. Let h( ) be a public collision-resistant hash function 

that must be secure enough in resisting the meet-in-the-middle 

attack or birthday attack [21]. Then, the proxy signer is 

provided with a private key 1≤ dp ≤ t – 1 and a corresponding 

public key Qp = dp XB=(xQp , yQp ) . 

   The following are the steps used in the elliptic curve 

proxy multi-signature scheme for the key generation and 

verification. 

 

Step1. (Subproxy key generation): For each 1≤ i ≤n, the 

original signer Ai selects a random number 1≤ ki ≤ t – 1, and 

then computes Ri = ki X B = (xRi , yRi ) and si = di • xQi • h(Mw, 

Ri) – ki (mod t), where Mw is a warrant that includes the 

original signers’ ID, the proxy signer’s ID, the delegation 

period, and other information. 

 

Step2. (Subproxy key delivery): For each 1 ≤ i ≤n, the 

original signer Ai sends (Mw, Ri, si) to the proxy signer in a 

secure manner. 

 

Step3. (Subproxy key verification): For each 1≤ i ≤n, the 

proxy signer computes Ui = (xQi • h(Mw, Ri) mod t) X Qi – si X 

B = (xUi , yUi ) using (Mw, Ri, si). If xUi = xRi (mod t), the proxy 

signer accepts si as a valid subproxy key; otherwise, he rejects 

it and requests a valid one corresponding to the signer Ai who 

gives the invalid subproxy key, or terminates this protocol. 

 

Step4. (Proxy key generation): If the proxy signer validates 

all (Mw, Ri, si) in which 1≤ i ≤n, he then computes d = dp • xQp 

+ 
n
 Σ i=1 si (mod t) as a valid proxy key. 
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Step5. (Signing by the proxy signer): When the proxy signer 

signs a message m for A1, A2, …, An, he executes the signing 

operation of a designated signature scheme using the signing 

key d. Assuming that the resulting signature is Sign
d
 (m), then 

the proxy multi-signature affixed to the m for A1, A2, …, An, is 

in the term of (m, Signd (m), R1, …, Rn, Mw). 

 

Step6. (Verification of the proxy multi-signature): The 

verifier computes the proxy public key Q corresponding to the 

proxy key d for verifying the proxy signature by the designated 

signature scheme: 

Q = xQp X Qp + (xQ1 • h(Mw, R1) mod t) X Q1 + • • • + (xQn • 

h(Mw, Rn) mod t) X Qn – (R1 + • • • + Rn). 

With the newly generated proxy public key Q, the verifier 

confirms the validity of Signd (m) by validating the verification 

equation of the designated signature scheme. 

IV. PERFORMANCE ANALYSES OF THE ELLIPTIC CURVE CRYPTOSYSTEM  

   Here, the performance of the elliptic curve proxy multi-

signature scheme is analyzed. The following table defines the 

mathematical notation. 

 

Table 1: Definition of Mathematical Notation 

NOTATION DEFINITION 

TMUL 
the time for the modular  multiplicative  

operation 

TEXP 
 the time for the modular exponential 

operation 

TADD 
the time for the modular addition 

operation 

TEC_MUL 
The time for the multiplicative operation 

of a number and an elliptic curve point 

TEC_ADD 
the time for the addition operation of two 

points in  an elliptic curve   

 

   According to the reference [17], the following are 

assumed: 

1.The modular exponential operation is represented as g
x
 

mod p, where p is a 1024- bit prime and x is a random 160-bit 

integer. 

2. The elliptic curve multiplicative operation is represented 

as k X B, where B€E(Fq); 

E is an elliptic curve defined over Fq, q≈2
160

, 

and k is a random 160-bit integer.  

   In reference to the assumptions, the units of various 

operations are unitized into the unit of modular multiplicative 

operation as shown in the below table. 

 

Table 2: Conversion of Various Arithmetic Units into  

              Modular-Multiplicative - Operation Unit 

TEXP ≈ 240TMUL TEC_MUL ≈ 29TMUL 

TEC_ADD ≈ 0.12TMUL TADD is negligible 

           

      Here, Table 3 refers to the scheme with exponential 

operations and Table 4 refers to the scheme with elliptic curve 

multiplicative operations. Tables 5 and 6 are used for the 

comparative analysis of the schemes’ efficiency. The 

difference between the efficiencies in Tables 5 and 6 is 

determined column by column. The scheme which uses elliptic 

curve significantly improves the performance of system in 

terms of time complexity. 

 

Table 3: Summarization of Scheme with Exponential    

              Operations 

ITEMS 
SCHEME WITH 

EXPONENTIAL OPERATION 

KeyGeneration Private Key 

                     Public Key 

si , sp 

vi = g
si
 (mod p), 

vp = g
sp

 (mod p) 

Subproxy Key Generation 

ki , Ki = g
ki
 (mod p) 

σi = si • vi + ki • h(Mw, Ki) 

(mod p–1)   

Subproxy Key Verification 
g

σi
 = vi 

vi
 Ki h (Mw, Ki) 

(mod p) 

Proxy Key Generation 
σ = sp • vp + nΣ i=1 σi (mod 

p–1) 

Proxy-Multi-signature 

Verification 

v = vp 
vp

 • v1 
v1

 • • • vn 
vn

• K1 

h(Mw, K1) • • • Kn h(Mw, 

Kn) (mod p)       
                                        

Table 4: Summarization of the Scheme with Elliptic Curve     

              Multiplicative Operations 

ITEMS 

SCHEME WITH ELLIPTIC 

CURVE MULTIPLICATIVE 

OPERATIONS 

KeyGeneration Private Key 

                    Public Key 

di , dp 

Qi = di X B = (xQi, yQi), 

Qp = dp X B = (xQp, yQp) 

Subproxy Key Generation 

ki , Ri = ki X B = (xRi, yRi) 

si = di • xQi• h(Mw, Ri) – ki 

(mod t) 

Subproxy Key Verification 
Ui = (xQi• h(Mw, Ri)mod t) 

X Qi – si X B = (xUi, yUi) 

Proxy Key Generation 
d = dp • xQp + nΣi=1 si 

(mod t) 

Proxy-Multi-signature 

Verification   

Q = xQp X Qp + (xQ1 • 

h(Mw, R1)mod t) X Q 1 + • • 

• + (xQn •  h(Mw, Rn)mod t) 

X Q n – (R1 +..+ Rn) 

 

Table 5: Quantification of Efficiency in the scheme with    

              Exponential Operations 
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ITEMS 

SCHEME WITH EXPONENTIAL 

OPERATION 

TIME 

COMPLEXITY 

ROUGH 

ESTIMATION 

Key Generation (n+1)TEXP 240(n+1) 

Subproxy Key 

Generation 

nTEXP+2nTMUL+ 

nTADD+nHashing 

242nTMUL+ 

TMUL 

nHashing 

Subproxy Key 

Verification 

3nTEXP+nTMUL+ 

nHashing 

721nTMUL+ 

nHashing 

Proxy Key 

Generation 
1TMUL+nTADD   1TMUL 

Proxy 

Multisignature 

Verification 

(2n+1)TEXP+ 

2nTMUL+nHashing 

(482n+240) 

TMUL 

+nHashing 

 

Table 6: Quantification of Efficiency in the scheme with    

              Elliptic Curve Multiplicative Operations 

ITEMS 

SCHEME WITH ELLIPTIC CURVE 

MULTIPLICATIVE OPERATIONS 

TIME 

COMPLEXITY 

ROUGH 

ESTIMATION 

Key 

Generation 
(n+1)TEC_MUL 29(n+1)TMUL 

Subproxy Key 

Generation 

nTEC_MUL+2nTMUL+ 

nTADD+nHashing 

31nTMUL+ 

nHashing 

Subproxy Key 

Verificationn 

2nTEC_MUL+nTMUL+ 

TEC_ADD+ nHashing 

59.12nTMUL 

+ nHashing 

Proxy Key 

Generation 
1TMUL+nTADD 1TMUL 

Proxy 

Multisignatur

e 

Verification 

(n+1)TEC_MUL + 

nTMUL+ 2nTEC_ADD 

+ nHashing 

(30.24n+29) 

TMUL+ nHashing 

V. CRYPTANALYSIS OF THE ELLIPTIC CURVE              PROXY MULTI-

SIGNATURE SCHEME  

         Cryptanalysis is the process of discovering plaintext or 

key. In this section, an attack on the elliptic curve proxy multi-

signature scheme is proposed. 

 

Elliptic curve discrete logarithm problem: 

   The difficulty raised by the elliptic curve discrete 

logarithm problem (ECDLP) follows from the derivation of d 

given B and Q, as follows: 

Q = d× B 

In the equation, d× B indicates that the point B is added to 

itself for d times and Q is a point derived from d × B, in which 

Q depends on the number of values of d. Therefore, in the 

proposed scheme an attacker must overcome the complexity 

raised by the ECDLP, which makes it computationally 

infeasible for the attacker to derive the private key from a 

public key to forge the signature. 

 

Public key substitution attack: 

    The public key substitution attack [22] is considered as 

an example to demonstrate the security of the elliptic curve 

proxy multi-signature scheme. This is shown below:  

   In the proxy multi-signature verification phase, the 

proxy public key is clearly derived using the following 

equation: 

Q = (xQ1• xR1mod t) X Q1 + • • • + (xQn•xRnmod t) XQn–

(R1+•••+Rn)                                            (1) 

   Assume that an original signer A1 holds three elements: 

the proxy public key Q, the public key Qi (2≤ i ≤n ) of the other 

original signersAi( 2≤ i ≤n ), and the elliptic-curve point Ri ( 2≤ 

i ≤n ). He forges a public key Q1 and a point R1 to satisfy Eq. 

(1). The original signer A1 may randomly select a point Q1’ as 

the forged public key, he then computes the corresponding 

point R1’ using Eq. (1). Such a derivation will not be workable 

because of the difficulty caused by the ECDLP. In another 

situation,  the original signer Ai may randomly select a point 

R1’ and then compute the corresponding Q1’. The derivation is 

also infeasible for the same reason.   

VI. CONCLUSIONS 

   Thus, it concludes that the proxy multi-signature based 

on elliptic curve is secure. The opportunity to conveniently use 

elliptic curve cryptosystems within commercial applications is 

now only becoming a reality. The scheme shows that when 

compared to the security by the exponential-operation 

algorithms, the ECC scheme employs far lower cost for the 

same security by the elliptic curve multiplicative operations. In 

other words, through reducing the time complexity, the 

performance is possibly enhanced without loss of security. 

However, under the premise that an elliptic curve cryptosystem 

over GF(2160) offers the same security as 1024-bit RSA. 

Moreover, the application of the ECC brings about shortening 

the key length and signature size, so that the required storage 

for the system parameters can be greatly lowered down. In this 

paper a public key substitution attack is proposed. Thus, 

through cryptanalysis, it is shown that the scheme is highly 

secure. 
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