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Abstract - A survey of MANET plays an major
role in data communications. The node can be
formed automatically without any centralised
infrastructure, even though the nodes are formed
automatically the replication of data to the node’s
are unavoidable. In single point attack that brings
the whole network down and corrupted. An
adversary can easily attack analyse the clone of
unshielded sensor nodes and create replicas and
insert them in the network. This gives the
adversary to create on a large class of several
insidious attack like disrupting
communication, subverting, data aggregation,
eavesdropping, deny of services, clone it etc..To
overcome this situation in this paper present new
protocols for securing and preventing algorithm
for the replicated node and implement the
distributed approach in dynamic nature.

Index terms: EDD, CLONING ATTACK, LSM,
XED

I.INTRODUCTION

Generally, wireless sensor node consists of millions of
a small number of low cost node which may be in
either static or dynamic in nature. In wireless sensor
network inhibits in unsupervised fashion. This
function indicates even if any node can be added or
part of the node may be disappearing due to
adversary, current network automatically continue
their work in the network without any corruption.

In a mobile sensor networks, User can able
to detect or find the node replication attack in the
network environment. In existing systems, they use
centralised approach i.e the centralised approach is
one of the major defect because single point failure
attack in the centralised network. From that effect, the
whole sensor network would be corrupted. To
overcome this situation in this paper use distributed
approach, in dynamic nature is implemented.
Generally, adversary creates one or more nodes
similar to our original node for the purpose of
injecting false data, reassemble the node id and its
location for replication/cloning attack. From this
scheme of false injected data, the node can easily
communicate with other nodes for sharing the

information in illegal manner. Time synchronisation is
important inorder to provide sharing information
service to another node in the network. To rectify the
environment, implement two algorithms as XED and
LED are proposed.

Node Replication attack

Now a days one of the challenging problem
is node cloning attack. In node replication attack an
adversary compromise and capture all other node in
the neighbourhood region due to poor security
imbalance. After that, adversary changes all its
location, and their corresponding id’s. Adversary may
also introduce replicas of source node and employ
arbitrary attack on the nodes to extract their
information. Mostly, hackers deploy them in the
network to launch a variety of inside attackers. By the
way of proposal algorithm reduce percentage of node
capturing.

Mostly replication attack deals with black
hole attack, it intimate a wormhole attack and inject
false data into the node. Once the node is captured by
the attackers, it reprogram and replicate the node in
large number of clones. Thus the cloned node attack
the other node is referred as cloning attack. An
adversary may replicate captured sensors and deploy
them in the network to launch a tremendous amount of
inside attackers.

In existing system mainly affects due to
black hole attack, because black holes intrude the
incoming or outgoing traffic is silently destroyed
without any prior information from the source node.
From the attack data may be corrupted or incomplete
to reach the destination.

ILRELATED WORK

Generally, Sensor deployment in two ways
using broadcasting devices such as Unmanned Aerial
Vehicles(UAVS)[3].First, one is before sensor
deployment (offline)and another one is after sensor
deployment in the network(online). In before sensor
deployment ,it split the sensing region into cells. Each
cell claims its own location and capture forward and
backward location. In lower communication cost,
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RED protocol [4] adopt the concept of witness finding
to analyse node capacity.

In the network ,two nodes are interacted in
LSM[11] via double ruling. Memory usage of
intermediate node in LSM is very large using bloom
filter to reduce the usage of memory. Another
technique in LSM in random walk technique is
utilised. Unfortunately, from the above characteristic
are used only for static sensor network, but proposed
method exhibits the characteristic in dynamic manner,
if nodes have mobility nature.

Yu.et.al [2] propose the dynamic pattern to
detect the collision replicas. But in this,storage are
linearly dependent on the network size and is not
scalable. Based on the double ruling a suite of
memory-efficient detection algorithms is introduced.
The idea is to guarantee the intersection of traces in
LSM that is double ruling and to reduce the memory
usage of intermediate nodes in LSM via the Bloom
filter. In addition, to better distribute the responsibility
of witness node selection, the random walk technique
is utilized in LSM.Some algorithms exploit other
characteristics like social fingerprint, pre distributed
keys,and random clustering to detection the replica.

Ho.et.al [10] propose a centralised detection
algorithm using SPRT (Sequential Probability Ratio
Test). Intuitvely, by having each node send the
address and location of encountered or captured node,
the base station can verify if there is a encountered
node appearing in any different location with a
velocity preceding. If such a node exists ,it is likely to
be a said replicates. The major advantages of SPRT is
to analyse the hypotheses value. If the hypotheses are
set to NULL alternate hypothesis use “the node is not
areplica” or replica node generates respectively.

Local information exchange algorithm is a
general detection technique are proposed one node
encounters the another node they exchange the
information including 1D, time, location, hash values
and signature in assumption way .One way hash chain
is used to preload the node.

In our existing system using two methods
such as witness finding and another one is velocity
finding. In velocity finding technique, a source node
find its neighbourhood node nearer to the destination
node. Then only source node enquiry about the
destination if any replica attackers present inside. If
the node may be replicated ,it do the following
activities such as eavesdrop, reprogram it. From this
witness  finding technique ,energy and
communication cost will be high due to occurrence of
communication. Next, discuss about velocity finding,
depends upon time synchronisation if the node
replicated definitely it requires only amount of time.

2.1 Protocols used:

Moreover the protocols provide so many
defection mechanisms. Thus far, protocols for finding
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the node replication attack in the wireless sensor
network have relied on a trusted base station to
provide local detection. In Centralised protocols have
a single point failure; some of the local protocol never
detects the replicated nodes in the distributed manner
in distributed network. Our algorithm rectifies this
defect and provides more effective and efficient in
terms of the communication and storage overheads.

2.2 Analysis Result:

In existing system use stimulator to show the
result. In below figure shows the exhausted node
replication in different manner using existing
protocols LSM and RED. The red circle indicates

Before Detection After Detection

Figure 1.Clone Detection In Node
Network

the cloned nodes in the network and the blue circles
indicates free from replicated nodes by using existing
algorithms and protocols like LSM,RED.

111 PROPOSED SYSTEM

The contribution of our work is distributed
in threefold. First, analyse the cloned node replicas in
mobile sensor networks. Second, we show that the
known solution describe for this problem without
meet all user requirements. Third, we propose two
localized algorithms, such as XED and EDD. These
algorithm encounter challenge-and-response,
encounter-number problem.

These problem are fundamentally different
from the others. XED and EDD can resist node
replication attacks in a localized and unsupervised
fashion. Generally compared to our existing
algorithm, which needs only that corresponding node
perform the task without the guidance of base station.
In our proposed system use the localized algorithm is
a generalised type of distributed algorithm.

Each node in the localized algorithm can
communicate with only its one-hop neighbours. This
characteristic  is  helpful in  reducing the
communication overhead significantly and enhancing
the resilience against node compromise. XED and
EDD algorithms can identify replicas with high
detection  accuracy. Notably, the  storage,
communication, and computation overheads of EDD
are all only O (2).

The revocation of the replicas can be
performed by each node without flooding the entire
network with the revocation messages. The time of
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nodes in the network does not need to be
synchronized.

Proposed Methods:
1)XED (eXtermely Efficient Detection)

The idea behind XED is observed by two
steps. First, one is offline step and other is online step.

Offline step: Initialise the blacklist B(u) is to be
empty. Cryptographic function is denoted as h(.) . Let
us consider two array such as Lr" and Ls"“ with size
of the length n. Using these arrays to check the
random numbers legimate are not.

Online step: In this step, u encounter the node v for
the first time, u randomly generates and computes the
cryptographic function. If it is first check, v is in the
black list B®.Then, we consider that node v is
replicates. If not, proceed the following procedures.

i)Exchange the random numbers between the Lr"[u]
and Lr“[v]

ii)Verify the random number u sent to v last time. In
this step unfortunately, replicas share the new version
of random numbers with neighbouring nodes.

Figure.1 Block Diagram For Detection
Algorithm

offline

From these random numbers
generate more random numbers for multiple nodes in
the hostile environment. This problem is solved by
using EDD algorithm in next section

2)EDD(Efficient Distributed Detection)

The idea behind EDD is observed by two
steps. First, one is offline step and other is online
step.

In offline step - Mainly performed in before sensor
deployment .The goal of offline to calculate the
parameter of each node, threshold, and length of the
time interval. The calculating threshold is used for
discrimination between the legimate node and the
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genuine node. In next step i.e is online step performed
in after sensor deployment in each node at each move.
Each node checks its own between its neighbouring
node for its corresponding threshold .Finally analyse
the number of encounters occur on each node.

IV PERFORMANCE EVALUATION

We discuss performance in this paper in five
different manner:

e Detection Accuracy:

In the detection algorithm, accuracy
is used to represent using false positive rate
and false negative rate. Falsely positive rate
determines genuine node as a replica and
falsely negative rate determines replica as a
genuine node.

e Detection time:

According to average time, how
much required to compute the node detection
in the network.

e Storage overhead:

Generally record storage may be
different depends upon its algorithm. Storage
overhead in terms of the capacity of each
node to store the record. Each record
containing node ID, signature, and its
location. Records are stored in terms of
number of bits.

e Computation overhead:

Each node requires minimum
number of operation to be executed as per
move.

e Conveyance overhead:

Conveyance  overhead  detects
number of records needs for each node to be
transmitted. In case overhead measured in
terms of bits But did not consider this bit
value for further estimation.

V CONTRIBUTION

In Proposed system expose the following
contribution in this paper related to node replica.

e Localised Detection:
Without , the intervention of source
station find the detection node in a random
manner fashion.

e Network Wide Revocation Avoidance:
Each node sent the revocation
message to neighbourhood without disturbing
the entire network.

o Efficiency and effectiveness:
It provides detection accuracy and
reduce the communication overhead.

e  Time synchronisation:
Each node does not consider about
time synchronised.
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VI CONCLUSION

In this paper, our proposed scheme is highly
to detect find the node replication attack in the
network in the way of dynamic manner and existing
system provide more importance to static manner. To
overcome the existing static manner in the way of
using two exclusive algorithm are introduced for
detection of node replication attack in the wireless
sensor networks, XED and EDD are proposed. In
XED, examines the randomised number in the node
and EDD analyses the threshold and its parameter
depend upon its location and avoid synchronisation in
wireless sensor networks. Finally our methods are
more effective and efficient in terms of malicious data
replication  attack ,communication overhead and
traffic level data security.
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